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Short Bio: Roberto Di Cosmo

Computer Science professor in Paris, now working at INRIA

35+ years of research (Theor. CS, Programming, Software Engineering, Erdos #: 3)

25+ years of Free and Open Source Software

15+ years building and directing structures for the common good

1999 DemoLinux – first live GNU/Linux distro

2007 Free Software Thematic Group
150 members 40 projects 200Me

2008 Mancoosi project www.mancoosi.org
2010 IRILL www.irill.org
2015 Software Heritage at INRIA

2018 National Committee for Open Science, France

2021 EOSC Task Force on Infrastructures for Software,
European Union
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Software is all around us

Invisible fabric of digital society

Software

Knowledge is in the source

Covid Sim ( excerpt )

Len Shustek, Computer History Museum 2006

“Source code provides a view into the mind of the designer.”
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https://archive.softwareheritage.org/swh:1:cnt:b2d11f345900abf98e73c052790ced78b6b8e9df;origin=https://github.com/mrc-ide/covid-sim;visit=swh:1:snp:e01c470a15f3dffbd9208d84d202bb26eb7fc5e9;anchor=swh:1:rev:b719de9df5909f8fc47753dd1d2baf89fc415943;path=/src/Models/Microcell.h;lines=19-46


Open source is the default — even in commercial software

96–97% of audited commercial
codebases include open source

~77% of their code is open
source (OSSRA 2024/2025)

A digital twin is no exception:
models, solvers, couplers, data
connectors, interfaces (e.g. Corese,
OpenFlexo).

It must run, be trusted, and be reproduced — sometimes for decades.

how do we manage that source code? where does it live? what happens when it disappears?
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A global undertaking with great success . . .
Pillar of Science across all research areas Many programming languages

From all continents An exponential growth
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Doubling Time: 2.87 years
Contents Fitted Growth
Annual Growth: 40.25%
Doubling Time: 2.05 years
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https://frenchopensciencemonitor.esr.gouv.fr/software/fields?id
http://doi.org/10.1109/MSR66628.2025.00068
https://dl.acm.org/doi/10.1145/3524842.3528471
https://gitlab.softwareheritage.org/rdicosmo/archive-growth


. . . but also, from different angles, same bad news

Reproducibility, maintenance in Academia

  

(articles: here, here, here and here)

Security, integrity, traceability in Industry

Can they track the software that they

ship, use, acquire

has that bug or vulnerability
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https://www.nature.com/articles/s41597-022-01143-6
https://ieeexplore.ieee.org/document/8816763
https://www.quantamagazine.org/crucial-computer-program-for-particle-physics-at-risk-of-obsolescence-20221201/
http://reproducibility.cs.arizona.edu/tr.pdf


. . . policy is (finally) coming . . .

With great exposure comes great scrutiny. . .

. . . by both good and bad actors
OSS is more and more targeted by attackers: supply chain attacks

event-stream (2018) · Log4Shell (2021) · node-ipc (2022) · XZ utils (2024)

Increased policy attention to secure OSS, e.g.:
US: Biden’s executive orders (2022, Jan 2025!)
EU: Cyber Resilience Act (CRA), progressively coming into effect

open source compliance work organised in the ORC WG
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Breaking news: a global dependency network!

An early warning: left-pad (March 2016)

Facebook, PayPal, Netflix, Spotify affected;
web broken worldwide ~2.5 hours
(Wikipedia)

A clear and present danger

78.5%

11.1%

3.5%
3.2%
1.4%
1.1%
0.7%
0.6%

Platforms
github.com
code.europa.eu
gitlab.com
bitbucket.org
pypi.org
git.drupalcode.org
git.fpfis.tech.ec.europa.eu
Other

Color encodes systemic exposure (largest share = highest concentration risk).

Used by europa.eu devs (Source: Software Heritage)

"If GitHub or PyPI disappeared tomorrow, our
research and engineering would not just slow
down — it would stop."
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https://en.wikipedia.org/wiki/Npm_left-pad_incident


Core needs for research, cyber and resilience

1. Availability

Code must stay accessible —
even when a registry fails, a
forge shuts down, or a
project vanishes.

2. Integrity

Code must be verifiable —
unchanged across copies,
forks, mirrors. . . and
rewritten histories.

3. Traceability

Code must be accounted for
— provenance,
dependencies, SBOMs:
know what is inside what we
run.

Research, cybersecurity and resilience all rest on these three guarantees:
who can provide them, for all public code?
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It is not enough to put code on a (sovereign) forge!

Projects change — rename, move, rebase — and platforms disappear:

2015: the first big bad news

Google Code and Gitorious.org shutdown: ~1M endangered repositories

broken links in the web of knowledge (my papers too)

Big bad news keep coming in

summer 2019: BitBucket announces Mercurial VCS sunset
july 2020: BitBucket erases 250.000+ repositories (including research software)
summer 2022: GitLab.com considers erasing all projects that are inactive for a year

In Academia too!

2021: Inria’s old gforge is unplugged. . . breaks the Opam build chain for OCaml

We need a universal archive of software source code: now we have one!
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https://github.com/ocaml/opam-repository/issues/19757
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Identification and integrity

Software Heritage Identifiers (SWHID) see swhid.org

50+B
intrinsic,
decentralised,
cryptographic

Full fledged source code references for traceability, integrity and reproducibility

Linux Foundation SPDX 2.2

IANA-registered "swh:"
WikiData property P6138

Examples: Apollo 11 AGC excerpt, Quake III rsqrt
Guidelines available, see the HOWTO

ISO/IEC 18670, see swhid.org
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https://swhid.org/
https://www.softwareheritage.org/2020/07/09/intrinsic-vs-extrinsic-identifiers/
https://www.softwareheritage.org/2020/07/09/intrinsic-vs-extrinsic-identifiers/
https://www.softwareheritage.org/2020/07/09/intrinsic-vs-extrinsic-identifiers/
https://spdx.github.io/spdx-spec/appendix-VI-external-repository-identifiers/#persistent-id
https://www.wikidata.org/wiki/Property:P6138
https://archive.softwareheritage.org/swh:1:cnt:64582b78792cd6c2d67d35da5a11bb80886a6409;origin=https://github.com/virtualagc/virtualagc;lines=245-261/
https://archive.softwareheritage.org/swh:1:cnt:bb0faf6919fc60636b2696f32ec9b3c2adb247fe;origin=https://github.com/id-Software/Quake-III-Arena;lines=549-572/
https://www.softwareheritage.org/howto-archive-and-reference-your-code/
https://www.iso.org/standard/89985.html
https://swhid.org


A revolutionary infrastructure: the graph

The graph of public software development
Snapshots

Releases

Revisions

Directories

Contents

All of the software development in a single graph!

lookup by content hash
wayback machine for software development

http://archive.softwareheritage.org/

. . . and much more

The global ledger of public code
All of a software development. . . in a single Merkle graph!
Widely used crypto (e.g., Git, blockchains, IPFS, . . . )

built-in deduplication

intrinsic, unforgeable identifiers at all levels

simplifies traceability (licensing, supply chain
management)

the long-term memory a digital twin can anchor to
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A revolutionary infrastructure: Open Science and Big Code

A pillar of Open Science
The reference archive of Research Software for Open Science

curated deposit of research software
in collaboration with HAL, CCSD and Inria IES
now open to all researchers!

intrinsic identifiers for reproducibility

Reference platform for Big Code

unique observatory of all software development

big data, machine learning paradise: classification, trends, coding
patterns, code completion. . .
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Browse, reference, cite — in practice

Browse + Reference [ISO 18670] (Apollo 11 [excerpt], your work may be already
there !)

Trigger archival, use the updateswh browser extension, configure the webhooks

Cite from the archive with biblatex-software (CTAN, ACMART)

Describe with Codemeta (use codemeta generator)

Curated deposit in SWH via HAL, see for example: LinBox, SLALOM, Givaro,
NS2DDV, SumGra, Coq proof, . . .

Extracting all the software products for Inria, for CNRS, for CNES, for LIRMM or
for Rémi Gribonval using HalTools

Example with Parmap: devel on Github, archive in SWH, curated deposit in HAL
Example research articles:

compare Fig. 1 and conclusions in the 2012 version and the updated version
SWHID in a replication experiment
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https://archive.softwareheritage.org
https://swhid.org
https://www.iso.org/standard/89985.html
https://www.softwareheritage.org/2019/07/20/archiving-and-referencing-the-apollo-source-code/
https://archive.softwareheritage.org/swh:1:cnt:64582b78792cd6c2d67d35da5a11bb80886a6409;origin=https://github.com/virtualagc/virtualagc;visit=swh:1:snp:3c074afad81ad6b14d434b96e705e01d184752cf;anchor=swh:1:rev:007c2b95f301f9438b8b74d7993b7a3b9a66255b;path=/Luminary099/THE_LUNAR_LANDING.agc;lines=245-261/
https://twitter.com/gabrielaltay/status/1300218789762662401
https://twitter.com/gabrielaltay/status/1300218789762662401
https://save.softwareheritage.org
https://www.softwareheritage.org/browser-extensions/
https://archive.softwareheritage.org/api/1/
https://ctan.org/pkg/biblatex-software?lang=en
https://www.overleaf.com/latex/templates/template-for-acmart-using-biblatex-and-biblatex-software/hrbzctcdjwvd
https://codemeta.github.io/codemeta-generator/
https://doc.archives-ouvertes.fr/en/deposit/deposit-software-source-code/
https://hal.archives-ouvertes.fr/hal-02130801
https://hal.archives-ouvertes.fr/hal-01897934
https://hal.archives-ouvertes.fr/hal-02130729
https://hal.archives-ouvertes.fr/hal-02137040
https://hal.archives-ouvertes.fr/lirmm-02136558
https://hal.archives-ouvertes.fr/hal-02155786
https://haltools.archives-ouvertes.fr/Public/afficheRequetePubli.php?struct=inria&&typdoc=(%27SOFTWARE%27)&CB_auteur=oui&CB_titre=oui&CB_article=oui&CB_resume=oui&langue=Anglais&tri_exp=annee_publi&tri_exp2=typdoc&tri_exp3=date_publi&ordre_aff=TA&Fen=Aff&css=../css/VisuRubriqueEncadre.css
https://haltools.archives-ouvertes.fr/Public/afficheRequetePubli.php?struct=cnrs&typdoc=(%27SOFTWARE%27)&CB_auteur=oui&CB_titre=oui&CB_article=oui&CB_resume=oui&langue=Anglais&tri_exp=annee_publi&tri_exp2=typdoc&tri_exp3=date_publi&ordre_aff=TA&Fen=Aff&css=../css/VisuRubriqueEncadre.css
https://haltools.archives-ouvertes.fr/Public/afficheRequetePubli.php?struct=cnes&typdoc=(%27SOFTWARE%27)&CB_auteur=oui&CB_titre=oui&CB_article=oui&CB_resume=oui&langue=Anglais&tri_exp=annee_publi&tri_exp2=typdoc&tri_exp3=date_publi&ordre_aff=TA&Fen=Aff&css=../css/VisuRubriqueEncadre.css
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https://haltools.archives-ouvertes.fr/Public/afficheRequetePubli.php?auteur_exp=remi%2C+gribonval&struct=cnrs&typdoc=(%27SOFTWARE%27)&CB_auteur=oui&CB_titre=oui&CB_article=oui&CB_resume=oui&langue=Anglais&tri_exp=annee_publi&tri_exp2=typdoc&tri_exp3=date_publi&ordre_aff=TA&Fen=Aff&css=../css/VisuRubriqueEncadre.css
https://haltools.archives-ouvertes.fr/?action=export&lang=fr
https://github.com/rdicosmo/parmap/
https://archive.softwareheritage.org/browse/origin/directory/?origin_url=https://github.com/rdicosmo/parmap
https://hal.archives-ouvertes.fr/hal-03516539v1
http://www.dicosmo.org/Articles/2012-DaneluttoDiCosmo-Pcs.pdf
https://www.dicosmo.org/share/parmap_swh.pdf
https://www.dicosmo.org/Articles/2020-ReScienceC.pdf
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swh-graph: bleeding edge technology

Q: Is it possible to efficiently perform software development history analyses at the scale
of Software Heritage archive on a single, relatively cheap machine?

Idea
Apply graph compression techniques from the field of network analysis.

Results
The entire archive graph (~60 B nodes, over 1 trillion edges, June 2026) is served from ~510
GiB of RAM, traversed at the cost of tens of ns per edge (= hours for a full single-thread
visit).

Paolo Boldi, Antoine Pietri, Sebastiano Vigna, Stefano Zacchiroli
Ultra-Large-Scale Repository Analysis via Graph Compression
SANER 2020, 27th Intl. Conf. on Software Analysis, Evolution and Reengineering. IEEE

Tommaso Fontana, Sebastiano Vigna, Stefano Zacchiroli
WebGraph: The Next Generation (Is in Rust)
WWW’24, the ACMWeb Conference 2024

Rust and gRPC APIs available: docs.softwareheritage.org/devel/swh-graph/
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First images from the SWH "very large telescope"

UN member states contributions to public code, UN Open Source Week, June 2026.
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What about a PCA/PRA? proof of capability: the Guix integration

Guix demonstrates automated recovery using the Software Heritage archive

When a platform or registry fails. . . Guix falls back to Software Heritage and continues to build!

Since 2019 — exactly what a digital twin that must rebuild in 2040 needs
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https://www.softwareheritage.org/2019/04/18/software-heritage-and-gnu-guix-join-forces-to-enable-long-term-reproducibility/


Sovereign fallback for resilient build chains

Extend to key package managers

npm, PyPI, Maven Central, Cargo, CPAN, RubyGems, Packagist, . . .

Realize ecumenical resilience

"When a registry fails — the build continues."
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What this means for EDT

A digital twin is a long-lived assembly of open building blocks

For EDT to stand the test of time, these core blocks must be

open — so they can be read, audited, fixed, and composed

preserved — so they survive the forge they were born on

findable — so the programme can map, reuse, and build on its own software

Here is how to make it happen.
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The three pillars

1. Open license

The legal commons that
makes reuse, audit, and
composition lawful.

2. A shared platform

A collaborative
development platform
(forge): where the commons
is built together, in the open.

3. A universal memory

An archive that preserves,
references, describe and
cites: these commons —
Software Heritage.

A digital-twin engineering platform needs all three to be sovereign, reproducible, and
durable.
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A call to the EDT programme softwareheritage.org

License the core building blocks under an OSI-approved open source license

Develop in the open, on a shared collaborative platform

Archive, describe and reference every release in Software Heritage from day one
— for resilience, reproducibility, findability, citation, and sovereignty

Treat the result as a digital commons, foundation for open innovation

A unique opportunity

Software Heritage is vendor neutral, open source, worldwide, long term — get involved:
softwareheritage.org

Open by design is not a constraint.
It is what makes the whole greater than its parts.
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